
LAw DEPARTMENT

~ UNITED STIlTES'-!iii POSTilL SERVICE

May 18, 2018

Honorable Stacy Ruble
Secretary
Postal Regulatory Commission
901 New York Avenue, NW, Suite 200
Washington, DC 20268-0001

Dear Mr. Ruble:

Pursuant to 39 U.S.C. § 407(d)(2), the U.S. Postal Service (Postal Service) is filing
the new bilateral Data Sharing Agreements (DSAs) into which it has entered this
week with the designated postal operators of Azerbaijan and Vietnam. See
Attachments 1 and 2, respectively. The Postal Service has marked the non-public
versions of the DSAs as "Confidential n and "Non-Public" because they contain
information considered confidential and commercially sensitive by the affected postal
operators and the Postal Service.

The Postal Service considers certain portions of the new bilateral DSAs to be
protected by 39 U.S.C. § 410(c)(2) and thereby not sUbject to mandatory disclosure
under the Freedom of Information Act (FOIA). Further, the documents contain the
commercial information of the affected postal operators, and as such, certain
portions of the instruments are sUbject to protection under Exemption 4 of the FOIA.
Consequently, we have attached an application for non-public treatment of these
documents under 39 C.F.R. § 3007.21. See Attachment 3. In addition, we
respectfully request that the Postal Regulatory Commission coordinate with us in the
event that the documents become sUbject to a FOIA request, so that we can engage
in appropriate consultations with the affected postal operators.

Please feel free to contact me if further information would be helpful.

Sincerely,

LaSandy K. Raynor
Attorney

Enclosures

475l'ENFANTI'lAzA SW

WfoSHlNGTON, DC 20260-1135

OFFICE: (202)268-r024

EJu.l: !.ASAtIlY.K.RAYN9R2@ySf'S.G9V

www.uSPS.QQM

Postal Regulatory Commission
Submitted 5/18/2018 2:12:07 PM
Filing ID: 104882
Accepted 5/18/2018
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AGREEMENT FOR THE ELECTRONIC EXCHANGE OFCUSTOIl'lS DATA

BETWEEN
THE POSTAL OPERATORS LISTED IN ANNEX H

RECITALS

WHEREAS, the postal operators listed In annex H are the designated postal operatOfS of their respective
territofies and provide Intemational postal selVices:

WHEREAS, the Parties understand the need 10 devote appropriate resources to facllitate the exChange of
electronic aJstoms data:

WHEREAS, the Piilrl1es recognize thOlt EDI is one of the most effective ways to exchange data between trading
partners,and is therefore broadly used for lntematlonaltrade:

WHEREAS, the Parties understand thaI service and efficiency improvem'ents can be achieved if postal
operaiors of origin transmit data on outbound international postal items to, the destination postal operators. for
the purposes of customs clearance, ~

WHEREAS, the Parties also recognize the Importance of data and privacy protection in view of the long-lasting
reputation of postal operators- as guardians of the integrity of th~ mail: and

stal operators have a reed thai the Exchange of Customs Data Guiae

The undersigned PartieS"hereby agree as follows:
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OPERATIVE TERMS

1. Defl'nltlons

Agresmerit means Ihls Agreement for the Electronic Exchange of Customs Data

Authority or Aurhorilies: means all officially authorized agencies associated with the inspection or control of
postal Items ,at a country's borders, in accordance with Ille national laws of each country.

Customs Form: means the customs declaral10n form to be affixed on postal Items exchanged between the
Parties to be submitted for customs control in accordance with the laws of the countries of origin and destination,

Electronic Dala Inlerchange (EOI): means computer-ta-computer exchange of data, by means' of networks and
formatted messages.

Exchange of Custo,ms DafB Guide: means the guide containing all functional and operational inform?tion relating
to each Party needed for the electronic eXchange of' Customs Data as at the dale of adoption of the guide and
as may be amended by the Parties from time to time.

Party: means the postal operators listed in annex H, and any additional postal operator that has accede040 the
Agreement as set forth in Article 25.

Parties: means two or more of the Parties collectively as best suits the cOr;JteXl in which'the term Is used,

Receiving Party: means a Party that has received Customs Data through EDI messages from any .other Party.

Sending Psrty: means a Party that transmits Customs Data through ED! messC!ges to any other Party.

System: means the lelematic system used to create. send, receive. or handle dala messages,

UPU: means the Universal Postel Union. a specialiZed agency of the United Nations. vmose'sim is to secure the
organizallon and improvement of th.e postal services and to promote the development of 'International
collaboration in this sphere and \/'Ihlen develops stalidards commonly used by postal operators.

2. Subject and purpose

This Agreement shall set the conditions pursuanltp Which Customs Data relating to postal items exchanged by
the Parties are processed and exchanged electronically between the Parties.

3. Data capture

Customs Data relating to the Items defined in Article 4 shall be captured In the System by each Party

3.2 The Customs Data to be captured in the Syslem are as set out in Annex B.
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4. Items for which Customs Data are captured and elCchanged

4,1 The Parties shall capture and exchange Customs Data for the products as set out in Annex C.

4.2 The Parties shall capture and exchange Customs Data vie t1ie channels and at lhe localions as set out in
Annex D.

5. Data transmission relating to postal items end format of EDI messages

5.1 The provisions of Ann~x A staling the manner In Which the Customs Data are exchanged by a Party may
be varied'by that Party from time to time by notification in writing to all other Parties. .

5.2 Customs Data. described in Annex B and captured in accordance with Article 3 above, shall be
transmitted by the posta'l operator of orj in to Iha postal operator of destination b means 01 EDI messa es via
the System

5.3 The polICy regarding liming of transmission of the Customs Data to the EDI network shall be as set out in
Annex F.

5.4 The postal operator of OIi~jn shall transmit the Customs Da!8 based on the events set out in Annex 11:.

5.5 Eacl1 Party shall transmit Customs Data thai are Personal Data 10 the other Party using technical
measures that ensure the confldenUa'tity and security of the data transmitted.

?6 No Party shall be obligated to transmit or receive Customs Dala (Including Personal Data) to any other
Party until such time as each Peny's leg'al requirements are satisfied and any applicable arrangements for
protection and slor8ge of Customs· Data are made by the Parties and any intermediary entity that may be
engaged In the transmission andlor stofage 01 Customs Data.

6. Exchange of Information
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7. Discrepancy between the paper and electronic versions of the Customs Form

In case of a cjiscrepancy between the data on the Customs Form and the electronic data sent by one Party to
another ur6uanl to this A reement,

8. Use of the data exchanged

8.2 A Receiving Party shaH ensure that the Authority to which it has transmitted a Sending Party's Customs
Data (includin an Personal Data contained therein makes use Of and/or disctoses that Sendi Pa 's
Customs Data

·8.3 The provisIons of this Article 8 shall not restrict a Receiving Party's lawful disclosure of Customs Data
received from other Parties in the event.of legal requirements based on each Receiving Party's national laws or
by order of any court, tribunaf, or oversight agency of competent juriSdiction.

9. Data security and storage
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10. ConfidentIality

10.1 The Parties consider certain informaiion included jn this Agreement ta be commercially sensitive
information and agree -that it should not be disclosed to tturd parties except as required 'by Jaw. Except as
required by law, the Parties. shall treat as confidential and not disclose 10 third parties, absent express wn'tten
consent by the other Party, any informatian related 10 this Agreement that is proprietary to anolher-Party.
including any information treated as non-public by the U.S, Postal Regu.latory Commission ("Commission").

10.2 The Parties acknowledge that this Agreement and supporting documentation msy be filed with Of

su~mill~d to the Commission. the U.S. Department of Stale, U,S. Customs and Botder Protection, andlor other
U.S_ Government entities. As for disclosures to the Commission. the Parties authorize the United 'States Postal
Service (USPS) to determine the 'scope of information that must be made publicly avaflabla unc:ler the
CommiSSion's rules. The Parties further understand that any unredacted portion of this Agreement or supporting
documentation may be posted on the Commission's public website, www,prc.goy. The Partles have the right, in
aCCOfdance with the Commission's rules, to address their canfidentiallty concems directly with the Commission.
The. procedure for making an' applicatloo ta Ihe Commission for non-pUblic treatment of materials believed to be
protected from disclosure Is found at Title 39, Code of Federal Regulations, Section 3007.22, on the
Commission's website: www.prc.gov/D.ocsI63163467(Qrder225.Ddf.AtthePartles·request.tria USPS shall
notify the other Parti~s at the time of any filing with the Commission, the U.S. Department of State, U.S.
Customs and Border Protec1ibn, and/or any olher U.S. Government entity.

10.3 To the extent Ih,e Parties' intend ta share or disclose non-public Information oth,er than Customs Data or
Personal Data. they shall enter into a separate agreement jf such oollgaUon Is not aJreaqy in effect.

11. Notice

Any infarmation required or authorized to be given oy a Party to U1e other Parties In accon;lance with the
provisions pf this Agreement, unless otherwise specifically stipulated, shall be in writing and delivered personally
or sent via facsimile or.e-mail tO,the reclpie;nt'Saddress fO( notic,e.~ specified in Annex G and shalll>e 'd~~rT1.e9 to
have been received the same day 11 was delivered by hand or sent by facsimile or a-mall. If necessary. a n'otioe
may also· be sent by mail. In such a case. 11 shall be deemed to have been received. on the seventh business day
fQllowing the da!e of maWng. Any Party may c!'Jange i(~ address and contact ne:me by giving notice to the other
Party in the manner set forth in this Article.

12. Liabilities and indemnities

12.1 In the event that a third party asserts a claim against a Party'that Is attributable to a breach of this
A9~eement by 'another Party, the fatier Party shall indemnify the defending Party far, and hold the defending
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12.2 A Parl shall not be liable to another Parl nor shall it indemni the other Party

13. Force majeure

13.1 The Parties are released from the
in the ellent of force majeure. All other rights and obligations under this'

Agreement shan continue to apply to !he Parties in the ellent of force majeure. .

132 "Force majeure~ shall be deemed to be any event In which a Party fails, in part or full, to fulfil its
obligaUons under ll1is Agreement owtng to reasons extemal to the Party lhat are unforeseeable. unalloldable
ancl independent of that Party's coritrol. and which are.not attributable to any act or failure to talte prellentive
action by that Party.

13.3 Force majeure 'shallinciude but not be limited to eYf:!nts such as:

13.4 A Party seeking to rely on force majeure must give prompt written nolice thereof 10 the other Parties and
make all reasonable eflorts to resume performance of its obligations as
soon as possible.

14, Entry Into force and duration ofthis·Agreement

14.1 This Agreement shall enter into force upon signature of two or more Parties and shaH continue indefinitely
unless terminated earlier by all of the Parties.

14.2 Withdrawal by one or some of the Parties does not constitute termination with respect 10 the Agreement.
The Agreement will continue to be binding OIl the remainirig Parties to the Agreement.
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17.3 Notwithstanding the foregoing provisions of this Article 17, fIOthing In Ihls Agreement shall prevent a Party
from applying to a court of competent jurisdiction flir injunctive relief pending the resolution of a dfsput~ in
accordance with the provisions of this Agreement.

18, Commerclel nature of the Agreement

This is a commercial contract and not an agreement subject fo public Intemationallaw. It binds only th'e entitles
which are Parties 10 it and not their respective governments. By their signatures, th'eli aulhOrize'd repre~ntaUves

or the Parties walTant that their employing organjza~ons have independent autnorlty to enter Into and be
obligated by such commercial contractuaL agreements.

19. Language

20, Amendments

20,1 Any amend.menllo this Agreement shall be made in writing and signed by. or on behalf of, each of the
Parties.

20.2 Changes to the informalion presented in Annexes A. 'C, D, E, F, and G are anticipated and are no!
considered to be amendments 10 this Agreement. Such changes must be notified to Ihe Parties in writing at
leasl 30 buslness days in advance of the change if they require operational changes OJ changes to the Systems
of the other Parties, and as soon as possible if nolo

21. Waiver

21.1 No delay or omission by a Party to exerdse any right or power accruing upon any non-compliance or
delaun by the other Pany with respect to any of the terms of this Agreement shall be cpnstrued as a waiver of
sucl1 non-compliance or default.

21.2 A waiver by a Party of any breach of the terms of thIs Agreement snail nol be construe,d to bi! a waiver of
any p'receding or succeeding breaCh.

21.3 To constitute a valid waiver, the terms of the waiver must be exchanged between the relevant P~rties in
writing.

22. severability

If any provision of this Agreement is held to be invalid, unenforceable, or in conflict with any ap-plicable law,
treaty. or regulation related to this Agreemenf or its per'formance. that provision shall be deemed to no longer
form part of this Agreement, and the remaining provisions shall remain in force.

23. Order of precedence

If there is any conflict or inconsistency between Ihe lext of the body of this Agreement•. Its Annexes, and/or any
amendments to this Agreement under Article 20, 5UCn conflict or inconsistency snail be resolved by interpreting
the components of this Agreement in accordance with the following order of precedence:



Attachment 1 to Postal Service Letter Dated May 18, 2018



Attachment 1 to Postal Service Letter Dated May 18, 2018

11

Annex A - Technical specifications and me5sage standards to be used
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Annex B - Customs Data 10 be captured and exchanged
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Annex C - The product(sj for which data shall be sellt and/or received
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Annex 0 - The channel(s) and physlcallocatlons at whlch data shall be captured for outbound Items
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Annex E _ Policy regarding the timing of creation 01 the electronic message to the EOI networll

"
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Annex F _ Mnimum time between the event causing creation of the electronic message, and
~n$mis$ion of the message to the EOI network



Annex G - Contact Details

Contlcl detail, for Notices

Fa<

Azerbaijan Post

Fa<

United States Postal
Service
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Ms. Cheri DeMoss

Manager Trade SYSlems
UnIted States Postal service
Email: Chen l.DeMQSS@USpSgov

Telephone: 202·268-4113



Annell H - Slgnltorles of the Agreement

Azerbaijan Post

Signature of Authorized Representative

Name 0 Authorized Representatjve

nUe of Authorized Representative

ate of igning

UNITED STATES POSTAL SERVICE

Signature of AuthoriZed Representative

Name of AuthOrized Representative

Title of Authorized Representative

Date of Signing

•

Ma

"
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Java

Chief EMS Azerexp

DirectOl', Global Business
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AGREEMENT FOR THE ELECTRONIC EXCHANGE OF CUSTOMS DATA

BElWEEN
THE POSTAL OPERATORS LISTED IN ANNEX H

RECITALS

WHEREAS, the postal operators listed in annex H are the designated postal operators of their respective
territories and provide international postal services;

WHEREAS, the Parties understand the need to devote appropriate resources to facilitate the exchange of
electronic customs data;

WHEREAS, the Parties recognize that EDI is one of the most effective ways to exchange data between trading
partners and is therefore broadly used for international trade;

WHEREAS, the Parties understand that service and efficiency improvements can be achieved if postal
operators of origin transmit data on outbound international postal items to the destination postal operators, for
the purposes of customs clearance,

WHEREAS, the Parties also recognize the importance of data and privacy protection in view of the long-lasting
reputation of postal operators as guardians of the integrity of the mail; and

WHEREAS, the undersigned
referenced and inoorporated

The undersigned Parties hereby agree as follows:



OPERATIVE TERMS

1. Definitions
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Agreement means this Agreement for the Electronic Exchange of Customs Data

Authority or Authorities: means all officially authorized agencies associated with the inspection or control of
postal items at a country's borders, in accordance with the national laws of each country.

Customs Form: means the customs declaration fonn to be affixed on postal items exchanged between the
Parties to be submitted for customs control in accordance with the laws of the countries of origin and destination.

Electronic Data Interchange (EDI): means computer-t(H;()mputer exchange of data, by means of networks and
formatted messages.

Exchange of Customs Data Guide: means the gUide containing all functional and operational information relating
to each Party needed for the electronic exchange of Customs Data as at the date of adoption of the guide and
as may be amended by the Parties from time to time.

Party: means the postal operators listed in annex H, and any additional postal operator that has acceded to the
Agreement as set forth in Article 25.

Parties: means two or more of the Parties collectively as best suits the context in which the term is used.

Receiving Party: means a Party that has received Customs Data through EDI messages from any other Party.

Sending Party: means a Party that transmits Customs Data through EDI messages to any other Party.

System: means the telematic system used to create, send, receive, or handle data messages.

UPU: means the Universal Postal Union, a specialized agency of the United Nations, whose aim is to secure the
organIzation and Improvement of the postal services and to promote the development of international
collaboration in this sphere and which develops standards commonty used by postal operators.

2. Subject and purpose

This Agreement shall set the conditions pursuant to which Customs Data relating to postal items exchanged by
the Parties are processed and exchanged electronically between the Parties.

3. Data capture

Customs Data relating to the items defined in Article 4 shall be captured in the System by each Party

3.2 The Customs Data to be captured in the System are as set out in Annex B.
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4. Items for which Customs Data are captured and exchanged

4.1 The Parties shall capture and exchange Customs Data for the products as set out in Annex C.

4.2 The Parties shall capture and exchange Customs Data via the channels and at the locations as set out in
AnnexO.

5. Data transmission relating to postal items and format of EDI messages

5.1 The provisions of Annex A stating the manner in which the Customs Data are exchanged by a Party may
be varied by that Party from time to time by notification in writing to all other Parties.

5.2 Customs Data, described in Annex B and captured in accordance with Article 3 above, shall be
transmitted by the postal operator of origin to the postal operator of destination by means of EDI messages via
the System

5.3 The policy regarding timing of transmission of the Customs Data to the EDI network shall be as set out in
Annex F.

5.4 The postal operator of origin shall transmit the Customs Data based on the events set out in Annex E.

5.5 Each Party shall transmit Customs Data that are Personal Data to the other Party using technical
measures that ensure the confidentiality and security of the data transmitted.

5.6 No Party shall be obligated to transmit or receive Customs Data (including Personal Data) to any other
Party until such time as each Party's legal requirements are satisfied and any applicable arrangements for
protection and storage of Customs Data are made by the Parties and any intermediary entity that may be
engaged in the transmission and/or storage of Customs Data.

6. Exchange of information

•••••

•
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7. Discrepancy between the paper and electronic v81'81ons of the Customs Form

In case of a discrepancy between the data on the Customs Form and the electronic data sent by one Party to
another pursuant to this Agreement,

8. Use of the data exchanged

8.2 A Receiving Party shall ensure that the Authority to which it has transmitted a Sending Party's Customs
Data (including any Personal Data contained therein) makes use of and/or discloses that Sending Party's
Customs Data

8.3 The provisions of this Article 6 shall not restrict a Receiving Party's lawful disclosure of Customs Data
received from other Parties in the event of legal requirements based on each Receiving Party's national laws or
by order of any court, tribunal, or oversight agency of competent Jurisdiction.

9. Data security and storage

9.1
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10. Confidentiality

10.1 The Parties consider cartain information included in this Agreement to be commercially sensitive
information and agree that it should not be disclosed to third parties except as required by law. Except as
required by law, the Parties shall treat as confidential and not disclose to third parties, absent express written
consent by the other Party, any information related to this Agreement that is proprietary to another Party,
including any information treated as non-public by the U.S. Postal RegUlatory Commission ("Commission~).

10.2 The Parties acknowledge that United States law may require that this Agreement and supporting
documentation be filed with or submitted to the Commission, the U.S. Department of State, and/or other U.S.
Govemment entities. The Parties authorize the United States Postal Service (USPS) to determine the scope of
information that must be made publicly available under the Commission's rules. The Parties further understand
that any unredacted portion of this Agreement or supporting documentation may be posted on the Commission's
public website, WW'N.prc.gov. The Parties have the right, in accordance with the Commission's rUles, to address
their confidentiality concerns directly with the Commission. The procedure for making an applfcation to the
Commission for non-public treatment of materials believed to be protected from disclosure is found at Title 39.
Code of Federal Regulations. Section 3007.22, on the Commission's website:
www.prc.gov/Docs/63/63467/0rder225.pdf. At the Parties' request. the USPS shall notify the other Parties at
the time of any filing with the Commission, the U.S. Department of State and/or any other U.S. Government
entity.

10.3 To the extent the Parties intend to share or disclose non-public information other than Customs Data or
Personal Data, they shall enter into a separate agreement if such obligation is not already in effect

11. Notice

Any information required or authorized to be given by a Party to the other Parties in accordance with the
provisions of this Agreement, unless otherwise specifically stipUlated, shall be in writing and delivered personally
or sent via facsimile or e-mail to the recipient's address for notices specified in Annex G and shall be deemed 10
have been received the same day it was delivered by hand or sent by facsimile or e-mail. If necessary, a notice
may also be sent by mail. In such a case, it shall be deemed to have been received on the seventh business day
following the date of mailing. Any Party may change its address and contact name by giving notice to the other
Party in the manner set forth in this Article.

12. Liabilities and indemnities

12.1 In the event that a third party asserts a claim against a Party that is attributable to a breach of this
Agreement by another Party, the latter Party shall indemnify the defending Party for, and hOld the defending
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12.2 A Party shall not be liable to another Part nor shall it indemnify the other Pa

13. Force majeure

13.1 The Parties are released from the
in the event of force majeure. All other rights and obligations under thIs

Agreement shall continue to apply to the Parties in the event of force majeure.

13.2 "Force majeure" shall be deemed to be any event in which a Party fails, in part or full, to fulfil its
obligations under this Agreement owing to reasons external to the Party that are unforeseeable, unavoidable
and independent of that Party's control, and which are not attributable to any act or failure to take preventive
action by that Party.

13.3 Force majeure shall include but not be limited to events such as:

•
13.4 A Party seeking to rely on force majeure must give prompt written notice thereof to the other Parties and
make all reasonable efforts to resume performance of its obligations for as
soon as possible.

14. Entry into force and duration of this Agreement

14.1 This Agreement shall enter into force upon signature of two or more Parties and shall continue indefinitely
unless terminated earlier by all of the Parties.

14.2 Withdrawal by one or some of the Parties does not constitute termination with respect to the Agreement.
The Agreement will continue to be binding on the remaining Parties to the Agreement.
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17.3 NOt'Withstanding the foregoing provisions of this Article 17, nothing in this Agreement shall prevent a Party
from applying to a court of competent jurisdiction for injunctive relief pending the resolution of a dispute in
accordance with the provisions of this Agreement.

18. Commerc~l nature of the Agreement

This is a commercial contract and not an agreement subject to pUblic intemationallaw. It binds only the entities
which are Parties to it and not their respective governments. By their signatures, the authoriZed representatives
of the Parties warrant that their employing organizations have independent authority to enter into and be
obligated by such commercial contractual agreements.

19. Language

20. Amendments

20.1 Any amendment to this Agreement shall be made in writing and signed by, or on behalf of, each of the
Parties.

20.2 Changes to the information presented in Annexes A, C, D, E, F, and G are anticipated and are not
considered to be amendments to this Agreement. Such changes must be notified to the Parties in wriUng at
least 30 business days in advance of the change if they require operational changes or changes to the Systems
of the other Parties, and as soon as possible if not.

21. Waiver

21.1 No delay or omission by a Party to exercise any right or power accruing upon any non-compliance or
default by the other Party with respect to any of the terms of this Agreement shall be construed as a waiver of
such non-eompliance or default.

21.2 A waiver by a Party of any breach of the terms of this Agreement shall not be construed to be a waiver of
any preceding or succeeding breach.

21.3 To constitute a valid waiver, the terms of the waiver must be exchanged between the relevant Parties in
wriUng.

22. Severability

If any provision of this Agreement is held to be invalid, unenforceable, or in conflict with any applicable law,
treaty, or regUlation related to this Agreement or its performance, that provision shall be deemed to no longer
form part of this Agreement, and the remaining provisions shall remain in force.

23. Order of precedence

If there is any conflict or inconsistency between the text of the body of this Agreement, its Annexes, and/or any
amendments to this Agreement under Article 20, such conflict or inconsistency shall be resolved by interpreting
the components of this Agreement in accordance with the following order of precedence:
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Annex A - Technical specifications and message standards to be used

Each Party shall implement the capability to send and receive electronic messages sent via the global postal
EDI network. The message syntax and fonnat shall confonn to the latest version of the UPU message standard
M33 (ITMATT), as updated from time to time.
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Annex B - Customs Data to be captured and exchanged
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Annex C - The product(s) for which data shall be sent and/or received
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Annex 0 - The channel(s) and physical locations at which data shall be captured for outbound Items
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Annex E - Policy regarding the timing of creation of the electronic message to the EDI network
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Annex F - Maximum time between the event causing creation of the electronic message, and
transmtssion of the message to the EDI network



Annex G - Contact Details

Contact details for Notices
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For

VIETNAM POST

For

Unijed States Postal
Service

Ms. Cheri DeMoss
Manager Trade Systems

United States Postal Service

Email: Cheri.L.DeMoss@usps.gOY
Telephone: 202-268-4113
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inter alia



Conclusion


